Mitigating Identity Theft and Synthetic
Identity Fraud

Prevention Strategies and Risk Mitigation Tactics for Financial Institutions

Introduction

Identity theft and synthetic identity fraud are among the most pervasive and costly forms of financial crime
facing financial institutions today. As digital account opening, remote access, and online lending continue
to expand, bad actors are increasingly able to exploit gaps in identity verification, authentication, and
ongoing risk monitoring processes. Understanding both threat types, and the meaningful distinctions
between them, is the foundation of an effective fraud risk management strategy.

Identity Theft

Identity theft occurs when a bad actor unlawfully obtains and uses a real individual's personally
identifiable information (PIl), including names, Social Security numbers (SSNs), dates of birth, addresses,
account numbers, or login credentials, without consent for fraudulent purposes. Common forms
impacting financial institutions include:

e Account takeover fraud (ATO)

e New account fraud using stolen credentials

e Credit card and loan fraud

e Unauthorized digital payments or wire transfers

e Check fraud and ACH manipulation

In these cases, the victim is typically a real consumer whose identity has been compromised, often
resulting in immediate financial harm, regulatory notification obligations, and remediation requirements.
The identifiable victim is both a challenge (requiring responsive accountholder support) and an advantage,
in that behavioral anomalies are often apparent and can trigger early detection.

Synthetic Identity Theft
Synthetic identity fraud is more complex and significantly harder to detect. It involves the creation of a
fictitious identity by combining real and fabricated information, most commonly a legitimate SSN (often

belonging to a child, elderly individual, or someone with limited credit history) paired with a false name,
address, or date of birth.
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Unlike traditional identity theft, synthetic fraud often lacks an identifiable victim, remains undetected for
long periods, and accumulates losses gradually. These identities are deliberately built to establish
creditworthiness, obtain financial products, and ultimately disappear with large unpaid balances. The FBI
and Federal Reserve have identified synthetic identity fraud as the fastest-growing form of financial crime
in the United States, with annual losses to financial institutions estimated to exceed $6 billion. (The
Federal Reserve)

Synthetic identity fraud is the fastest-growing financial crime in the U.S., with estimated
annual losses exceeding $6 billion. Because there is no direct victim to file a complaint,
detection relies entirely on institutional controls.

KEY
STAT

Impact on Financial Institutions

Identity-related fraud presents multifaceted risks that extend well beyond direct financial losses. These
risks affect profitability, regulatory standing, operational efficiency, portfolio performance, and
accountholder trust.

Financial and Operational Impact

Direct financial losses include charge-offs from unpaid loans, fraudulent transactions, and reimbursement
costs to affected accountholders. Indirect losses can be equally significant:

e |Increased operational expenses for investigation and remediation
e Lostrevenue from abandoned applications resulting from stricter controls
o Elevated cost of capital driven by increased risk profiles

e |Legal and regulatory response costs

Synthetic identity fraud is particularly damaging because losses often materialize slowly. Fraudsters may
maintain accounts in good standing for extended periods before executing a coordinated bust-out,
bypassing traditional early-warning indicators and resulting in concentrated losses. A single synthetic ring
targeting multiple institutions can result in millions in charge-offs within days.

Operationally, identity-related fraud places sustained strain on internal teams. Investigations involving
synthetic identities are often time-consuming and require manual review across multiple data sources.
This reduces scalability, diverts resources from strategic initiatives, and can contribute to staff fatigue and
turnover.

Reputational and Accountholder Trust Risks

Trust is foundational to financial services, particularly for credit unions. Fraud incidents, especially those
perceived as preventable, can erode accountholder confidence, increase attrition, and reduce
engagement with digital services. Accountholders often associate disruptions such as frozen accounts or
delayed access to funds with the institution itself, even when the institution is not directly at fault.
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Proactive communication, transparent fraud response protocols, and demonstrable investments in
security posture are increasingly important factors in accountholder retention and growth strategy.

Regulatory and Compliance Exposure

Financial institutions are obligated to safeguard accountholder information and maintain effective
controls under Know your Customer (KYC), Anti-Money Laundering (AML), and consumer protection
requirements. Identity and synthetic fraud expose institutions to regulatory scrutiny, fines, legal action,
and mandatory remediation. Regulators, including NCUA, FDIC, and state regulatory agencies,
increasingly expect proactive, documented risk management. Failure to address synthetic identity fraud
may be characterized as a control deficiency during examination.

Key regulatory frameworks and expectations relevant to synthetic identity risk include:
e BSA/AML Program Requirements (31 CFR Part 1020)
e Customer Identification Program (CIP) and Customer Due Diligence (CDD) Rules

e NCUA's Identity Theft Red Flag Rules (Regulation V / FACT Act)

e CFPB Consumer Reporting and Dispute Requirements

e State-level data privacy and breach notification statutes

Credit Risk and Portfolio Distortion

Synthetic identities can distort credit risk and portfolio performance metrics. Because these profiles may
appear creditworthy, they often pass traditional underwriting models, leading to underestimated risk,
inflated portfolio performance indicators, and increased delinquency and charge-off rates over time.
Distinguishing synthetic profiles from legitimate thin-file accountholders remains a key challenge,
particularly for credit unions serving underbanked populations.

How Synthetic Identity Fraud Works

Synthetic identity fraud involves the deliberate construction of a fictitious identity that does not fully exist.
Fraudsters typically combine a real SSN with fabricated personal information to create a profile that can
pass basic validation checks. The SSA's 2011 randomization of SSN issuance patterns has made SSN-
based validation less reliable, making structural verification insufficient as a standalone control.

These identities are cultivated over time through a deliberate grooming process designed to evade
detection:

Fraudster combines a real SSN (often belonging to a child, elderly
person, or thin-file individual) with a fabricated name, DOB, and
address. In some cases, entirely synthetic SSNs are used if they pass
structural validation.

1. Identity Creation
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2. Credit Building
(Grooming)

3. Credit Expansion

5. Disappearance locate. Charge-offs accumulate with no victim to report the fraud,

The synthetic profile applies for low-risk products, including secured
cards, credit-builder loans, and authorized user accounts. Timely
payments establish a credible credit history over months or years.

Growing creditworthiness enables access to higher-value products:
unsecured cards, personal loans, auto loans, and deposit accounts.
Fraudsters may open accounts across multiple institutions
simultaneously.

Available credit lines are rapidly maximized and all accounts are
4. Bust-Out abandoned. Losses materialize suddenly and often simultaneously
across institutions. By the time fraud is detected, recovery is minimal.

The synthetic identity vanishes with no traceable real-world individual to

leaving financial institutions with concentrated, unrecoverable losses.

Synthetic identities may also be used for account takeover activity, money mule operations, or broader
organized criminal schemes, amplifying risk across the financial ecosystem and increasing the potential
for coordinated institutional losses.

Detection Challenges

Synthetic identity fraud is difficult to detect because it does not trigger many of the indicators associated
with traditional identity theft. There is typically no consumer complaint, no obvious data breach, and no
sudden behavioral change. Key structural challenges include:

Fragmented identity signals: No single anomaly stands out; fraud is detectable only when
multiple data points are analyzed in combination.

Reliance on static identity attributes: Traditional verification checks validate discrete fields
(name, DOB, SSN) but do not assess whether those combinations reflect a real, living person.

Overdependence on credit bureau data: Credit bureau profiles for synthetic identities are
deliberately cultivated to appear legitimate. Bureau-based approvals alone are insufficient.

Slow-burn patterns: Extended grooming periods blend synthetic fraud into normal accountholder
behavior, evading velocity-based alerts.

No victim complaint: Without an identifiable victim, institutions cannot rely on external fraud
reports as an early signal.

Post-SSN randomization gaps: The SSA's shift to randomized SSN assignment in 2011 eliminated
geographic and age-based issuance patterns that once aided validation.

Thin-file ambiguity: Legitimate accountholders with limited credit history present profiles similar
to early-stage synthetic identities, creating false positive risk when screening is aggressive.
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As aresult, many traditional fraud detection tools identify synthetic fraud only after substantial exposure
has already accumulated, often at the point of delinquency or bust-out, when recovery is no longer viable.

Mitigation Tactics and Prevention Strategies

Effective prevention requires moving beyond static, point-in-time identity checks to a layered, lifecycle-
based approach that integrates technology, process controls, and human judgment throughout the
accountholder relationship.

1. Enhanced Identity Verification at Onboarding

The account opening stage is the single highest-leverage point for preventing synthetic identity fraud.
Institutions should require positive identity confirmation, rather than merely the absence of negative
indicators, before extending credit or opening deposit accounts. Controls to consider include:

e Multi-factor authentication (MFA) and step-up verification during digital account opening

e Biometric verification and liveness detection to confirm that an applicant is a real, present
individual

e SSN validation against Social Security Administration (SSA) records using the SSA's
Consent-Based SSN Verification (CBSV) service

e Cross-reference of identity attributes against authoritative non-credit databases: utility
records, USPS address validation, employment records, and government ID databases

e Document verification using Al-powered analysis to detect altered or fabricated identity
documents

e Device fingerprinting and IP reputation scoring to identify high-risk application
environments

o Velocity and linkage analysis to detect shared identity attributes (SSN, device, phone,
email, address) across multiple applications

2. Advanced Analytics and Machine Learning

Rule-based systems are insufficient against synthetic fraud because fraudsters are adept at operating
within known thresholds. Advanced analytics and machine learning strengthen detection by:

e |dentifying anomalies, hidden linkages, and long-term behavioral patterns that static rules
miss

e Applying graph analytics to surface identity clusters (e.g., the same SSN appearing with
multiple names, addresses, or phone numbers across accounts or institutions)

e Using continuous learning models that adapt to evolving fraud techniques, reducing false
positives and improving detection accuracy over time

e |everaging consortium-based models that incorporate cross-institution fraud signals
unavailable to any single institution

e Deploying anomaly detection at the portfolio level to identify cohorts of accounts with
similar synthetic characteristics
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3. Real-Time Transaction Monitoring and Behavioral Analytics

Synthetic fraud cannot always be intercepted at onboarding. Ongoing monitoring enables institutions
to detect bust-out patterns and escalating risk before losses peak:

e Monitor transaction velocity, drawdown rates, and product utilization patterns
e Flagrapid simultaneous credit utilization across multiple products as a potential bust-out
indicator

e Track changes in contact information, device usage, and login behavior that may signal
account preparation for fraud

e |Implement predictive risk scoring that synthesizes account-level and portfolio-level signals
on an ongoing basis

e Set graduated controls (enhanced monitoring, credit freezes, or outreach) when accounts
approach predefined risk thresholds

4. Lifecycle-Based KYC and Ongoing Due Diligence

Identity risk should be reassessed throughout the accountholder relationship, not only at account
opening. Dynamic KYC approaches include:

o Trigger-based identity re-verification at lifecycle events: new product applications, credit
line increases, contact information changes, and dormancy reactivation

e Periodic reviews of high-risk accounts or portfolios with thin credit histories

e |ntegration of sanctions screening and watchlist checks into ongoing monitoring workflows

e Enhanced due diligence (EDD) protocols for accounts that exhibit synthetic fraud indicators
but have not yet triggered a definitive alert

5. Industry Collaboration and Information Sharing

Because synthetic identity fraud frequently spans multiple institutions, no single organization can
detectitinisolation. Information sharing is a critical and underutilized defense:

e Participate in The Financial Services Information Sharing and Analysis Center (FS-ISAC) and
its dedicated working groups for identity fraud and synthetic identity threats

e Engage with the International Association of Financial Crimes Investigators (IAFCI) and
regional fraud task forces for peer intelligence and coordinated investigation resources

e |everage shared fraud databases and industry alert networks to receive cross-institution
fraud indicators in near-real time

e Report confirmed synthetic identity accounts to relevant networks to protect peer
institutions from the same fraud ring
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6. Employee Training and Frontline Awareness

Technology controls must be supported by a trained, fraud-aware workforce:

e Train frontline staff to recognize synthetic fraud indicators: mismatched identity data,
unusual application patterns, reluctance to provide additional verification, and
inconsistent accountholder knowledge

e Develop escalation protocols for accounts that present ambiguous or inconsistent identity
signals

e Ensure fraud risk awareness is integrated into onboarding, loan origination, and
accountholder services training curricula

e Conduct periodic tabletop exercises and fraud scenario reviews to keep detection skills
current

7. Accountholder Education and Consumer Protection
Protecting legitimate accountholder’s identities reduces the pool of SSNs and credentials available to
synthetic fraudsters:
e Educate accountholders on protecting SSNs, monitoring their credit reports annually
through AnnualCreditReport.com, and placing credit freezes when appropriate
e Provide guidance on recognizing phishing, vishing, and smishing attempts targeting their
personal information
e Offer proactive alerts for credit inquiries and new account activity associated with their
identity
e Promote awareness of the Social Security Administration's My Social Security portal for

SSN monitoring

Emerging Threats

The synthetic identity fraud landscape continues to evolve. Financial institutions should monitor and
prepare for the following emerging developments:

o Al-Generated Synthetic Identities: Generative Al tools have significantly lowered the barrier to
synthetic identity creation. Fraudsters can now use Al to produce convincing fabricated documents
(driver's licenses, utility bills, pay stubs), generate realistic profile photographs that defeat simple
biometric checks, and rapidly produce plausible identity combinations at scale. Institutions relying on
document review or basic selfie comparisons as the primary identity verification control are
increasingly vulnerable.
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o Deepfake Liveness Attacks: As biometric liveness detection has become more widely adopted,
fraudsters have responded with deepfake video attacks designed to defeat liveness checks during
remote onboarding. Al-generated video can replicate facial movement, blink patterns, and voice
characteristics sufficient to pass consumer-grade liveness solutions. Institutions should evaluate
whether their liveness detection vendors have implemented certified ISO/IEC 30107-3 Presentation
Attack Detection (PAD) standards and are actively updating their models in response to deepfake
techniques.

o Synthetic Identity Rings and Organized Crime: Synthetic identity fraud is increasingly industrialized.
Organized criminal networks operate at scale, creating hundreds or thousands of synthetic identities
simultaneously, targeting multiple institutions in coordinated bust-out schemes. Cross-institution
collaboration and shared fraud intelligence are essential to detecting and disrupting these rings before
losses peak.

e Children’s SSN Exploitation: A disproportionate share of SSNs used in synthetic identity schemes
belong to minors. Children typically have no credit history and do not monitor their credit reports,
making their SSNs ideal for long-term grooming. Parents and institutions should be aware that credit
bureau inquiries or account activity associated with a minor's SSN is a significant fraud indicator
requiring immediate investigation.

Final Recommendations

Financial institutions that act decisively to address synthetic identity fraud will be better positioned to
reduce losses, meet regulatory expectations, and preserve accountholder trust in an increasingly digital
financial environment. The following priority actions are recommended:

1. Implement a layered, lifecycle-based approach to identity verification and fraud prevention,
from onboarding through the full accountholder relationship.

2. Deploy advanced analytics and machine learning to detect long-term synthetic fraud patterns
and reduce reliance on static rule-based systems.

3. Integrate SSA CBSV verification into the new account opening workflow to confirm SSN-to-
identity linkages at origination.

4. Reassess identity risk at critical lifecycle events to limit exposure as synthetic identities mature
and access higher-value products.

5. Participate actively in industry information-sharing networks such as FS-ISAC to detect cross-
institution activity and coordinate response to synthetic fraud rings.

6. Evaluate liveness detection vendor capabilities against ISO/IEC 30107-3 PAD standards to
ensure adequate resistance to Al-generated deepfake attacks.

7. Train employees at all levels on synthetic fraud indicators, escalation protocols, and
investigation responsibilities.

8. Educate accountholders on protecting their SSNs and monitoring credit activity, including
resources for minors and parents.

A Allied Solutions alliedsolutions.net



Conclusion

Synthetic identity fraud has emerged as one of the most complex and damaging forms of financial crime,
exploiting structural gaps in traditional identity and fraud controls. Unlike conventional fraud, it is patient,
methodical, and deliberately designed to evade detection. As digital engagement accelerates and Al-
powered fraud tools lower barriers to entry, reactive approaches are no longer sufficient.

Financial institutions should build proactive, layered prevention strategies that integrate technology,
collaboration, and education across the full accountholder lifecycle. The cost of inaction, including direct
losses, regulatory exposure, and accountholder trust, consistently exceeds the investment required to
implement effective controls.

Institutions that invest in detection infrastructure today, participate in shared intelligence networks, and
cultivate a fraud-aware culture will be better positioned to protect their accountholders, their portfolios,
and their institutions in the years ahead.
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Resources

The following resources provide additional guidance, data, and tools for financial institutions

managing synthetic identity fraud risk:

Resource Description URL

FS-ISAC Industry consortium providing real-time threat | www.fsisac.com
intelligence, synthetic fraud indicators, and
coordinated defense resources.

IAFCI Professional network offering training, www.iafci.org

investigation resources, and peer
collaboration on financial crime.

Federal Reserve:
Synthetic Identity Fraud
Resource Center

Research, data, and a toolkit specifically
focused on synthetic identity fraud patterns
and detection strategies.

www.frbservices.org/financial-
services/fednow/resources/synthetic-
identity-fraud.html

CFPB Consumer
Reporting Resources

Guidance on credit reporting, dispute
processes, and protecting consumer data,
relevant to synthetic identity oversight.

www.consumerfinance.gov

NCUA Fraud Prevention
Resources

Regulatory guidance and examination
expectations for fraud risk management at
federally insured credit unions.

www.ncua.gov/regulation-
supervision/Pages/fraud-
prevention.aspx

ACFE (Association of
Certified Fraud
Examiners)

Training, certifications, and the biennial
Report to the Nations, a benchmark study on
occupational fraud and financial crime.

www.acfe.com

NICE Actimize /
LexisNexis Risk
Solutions

Vendor-provided analytics platforms with
machine learning-based synthetic identity
detection and identity verification tools.

www.niceactimize.com/
www.lexisnexisrisk.com

Socure / Alloy

Identity verification platforms offering SSN
validation, document verification, and
behavioral analytics for new account fraud
prevention.

www.socure.com / www.alloy.com

ABA (American Bankers
Association) Fraud
Resources

Policy briefs, webinars, and industry research
on identity fraud trends and controls for
financial institutions.

www.aba.com/banking-topics/risk-
management/fraud
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