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RISK ALERTS 

Timely insights to protect against fraud and mitigate risks 

ATM Jackpotting Attacks on the Rise 

ATM malware is increasingly being used to commit a crime known as "jackpotting," 
in which attackers install malware that forces ATMs to dispense large amounts of 
cash on command. 

TAKE ACTION NOW 

• Secure the hood with a pick-resistant key and alarm.
• Ensure network communications use TLS 1.2e encryption.
• Keep all components (operating system, firmware, software, etc.) up to date.
• Change all default passwords.

CRITICAL ACTIONS & MITIGATION STEPS 

• Secure the Hood
o Use specially designed, pick-resistant keys to limit access and prevent

the use of universal keys.
o Install an alarm on the top hat of the ATM to alert you of a physical

breach before a cash dispense occurs.
o Include battery backup in case of power outages.

• Secure the Basic Input/Output System (BIOS)
o Configure BIOS to boot only from the primary hard disk. Remove all

other bootable devices from the boot order.
o Password-protect all BIOS operations with unique, non-default

credentials.
• Establish a Strong Password Policy

o Change all default passwords. Each ATM should have unique
credentials.

o Require complex passwords that are updated every 90 days
• Encrypt Communications

o Migrate existing systems to a secure TLS version, currently TLS 1.2e.
• Install and Maintain a Firewall

o Configure firewalls to allow only authorized incoming and outgoing
connections required for ATM operation.
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The information presented in this email is intended for informational purposes only and should not be 
construed as legal advice or a legal opinion and it may not reflect the most current legal developments. You 
should seek the advice of legal counsel of your choice before acting on any information provided in this 
email.


